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Agenda: Managing Records in Office 365 —

= Overview (25 Mins)
» Why consider 0365 as a Records Repository
= Where 0365 excels according to Gartner
= How 0365 compares DOD 5015.2 requirements
= 0365 Security and Compliance Center Tour (20 Mins)
» Classification with Sensitivity and Retention Labels
» Records Management File Plan and Events
» |Information Governance Dashboard
= eDiscovery
= Microsoft 365 Compliance Center Tour - still in preview (5 Mins)
= Compliance Score
» Data Classification and Policies
= Closing and QA (10 Mins)
= Recap and QA




ShareSquared: \Who We Are

Background

Founded in 2004 focused on Intranets, Electronic Forms and
Workflow, Document Capture, ECM, and EDRMS

13 MVPs and 5 MCMs in our history
Solution Provider for SharePoint, 0365, Azure, etc.

Differentiators

Microsoft Certified Masters
Records Management (RIMTech) Certified
Accelerators and Products

Microsoft Programs

Microsoft Partner with multiple Gold Competencies
Member of Business-Critical SharePoint

SharePoint Technology Adoption Program member
SharePoint Partner Advisory Council board member

Microsoft Partner Research member
FastTrack, SDPS, Cloud Accelerate, etc. provider

M icrosoft Gold Cloud Platform

Gold Cloud Productivity

Pa rt ner Gold Collaboration and Content

Gold Datacenter

=Q Microsoft Silver Small and Midmarket Cloud Solutions

Microsoft
CERTIFIED
Master

] Office 365

J\ Azure




Intention: Intention for the Webinar =S

= Present considerations beyond the EDRMS feature-set that
make 0365 a good choice for a Records Repository

= Create community

= Discover the Records Management, Compliance, Governance,
and Privacy features available in 0365

= Authentically share our POV on what works and what’s missing

= Answer any questions you may have

= Entice you to come to the next webinar

Be of Service to You!




Poll: What EDRMS system are you currently using? =sc

Select all that Apply:

e OpenText/Documentum or FileNet
e Laserfiche or Hyland OnBase

e M-Files or Alfresco

e SharePoint / 0365

e Other or None

Next Up:
» Why Use 0365




Why Use 0365: Ubiquity =

* Most organizations already have 0365 licensing
» Over 400,000 Orgs and 70+% of the Fortune 500 use 0365
» Over 200M Active 0365 Users and 44M Active Teams Users
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Why Use 0365: Productivity iy

* Todo, Planner and Bookings
M M and workflow Data storage
= Buijlt-in Workflows Data et k @

Integration,
communication,

= Approval
» Collect Feedback and Signatures Reposting
= Publishing Approval Ll

= Three-state

= Power Automate

= 3rd-Party Solutions : s o
= Plumsail o
= Nintex o wr ) Delivery manager  Process owner
Q il DR R g



https://products.office.com/en-US/microsoft-to-do-list-app
https://products.office.com/en-us/business/task-management-software
https://www.microsoft.com/en-us/microsoft-365/business/scheduling-and-booking-app
https://support.office.com/en-us/article/introduction-to-sharepoint-workflow-07982276-54e8-4e17-8699-5056eff4d9e3#bm2
https://flow.microsoft.com/en-us/?&ef_id=EAIaIQobChMI6Nziztz65wIVFb3sCh1LnwmhEAAYASAAEgIWdvD_BwE:G:s&ef_id=EAIaIQobChMI6Nziztz65wIVFb3sCh1LnwmhEAAYASAAEgIWdvD_BwE:G:s&OCID=AID200969_SEM_EAIaIQobChMI6Nziztz65wIVFb3sCh1LnwmhEAAYASAAEgIWdvD_BwE:G:s

Why Use 0365: Reliability and Security —

0365 Uptime Microsoft Intelligent Security Graph

2019

Q1 Qz Q3 Q4 5B threats blocked per month 470B emails analyzed per month 630B authentications per month

99.97% 99.97% 99.98% 99.98%
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99.99% 99.98% 99.97% 99.98%

2017 1.2B devices updated each month 18B+ Bing page scans per month 3500+ security professionals
Q1 Q2 Q3 Q4

99.99% 99.97% 99.98% 99.99%

K o 22+

3-year avg of 99.979% uptime =
1h, 50m, and 27s downtime / year

= Example: Protection Alerts (in your 0365)



https://protection.office.com/viewalerts

Why Use 0365: Compliance and Certifications =sc

Independently certified by numerous third-party governance bodies
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= Microsoft Trust Center
= Microsoft Office 365 Compliance Offerings
= Office 365 GCC High and DoD



https://www.microsoft.com/en-us/trust-center
https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-home?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-us-government/gcc-high-and-dod

Why Use 0365: Integration —

= Office Suite, Exchange, Active Directory, etc. 28 -
= 0365 APIs

= Microsoft Graph APIs ﬂa @ @

= Management APIs
= Business Connectivity Services
= Power Automate Connectors

Popular connectors
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https://docs.microsoft.com/en-us/graph/overview
https://docs.microsoft.com/en-us/office/office-365-management-api/get-started-with-office-365-management-apis
https://support.office.com/en-us/article/introduction-to-external-data-676e60e7-d99f-463f-a173-65e9d63538c0
https://flow.microsoft.com/en-us/connectors/

Why Use 0365: Analyt

ICS

—
= Usage Analytics |

= Power Bl
B Office 365 ® Exchange ™ OneDrive ® SharePoint ® Skype for Business ® Yammer Enterprise ® Microsoft Teams
Sales and Marketing | Data updated 11/12/19 v 10
0
t 8
w o Microsoft | Skateboard Store Last Refresh: Jun 30th, 2019 / Chicago, IL, USA -
4 Ret 4
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Pomum $1372 $2.037 $665
Leo $1.764 $2112 $348
VanArsdel $2,548
Contoso $2842
Abbas $2646 e - = =
Barba $1.568 4 m
Aliqui $3724
Fama $3,626 Welcome to Myanalytics, David Kruglov. 2
Natura $1274 our habits. Work smarter.
Pirum $2,744
Quibus $2.940 i o] + # + N 2z
Your work patterns the last 4 weeks
Return Rate S $2646 one is using this
24% Victoria $1,078 20 yet
Paima Focus @ Wellbein
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Available to focus
56% 0
o 5
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Make more time to focus
L4 . -
= My Analytics | @x= coersen.
Do you proactively manage your network! Could your time weorking with others be more productive?

060

44%

92 Active Collaborators

Explore all collaborators

Collaboration

Explore collaboration habits

Iz this helgful? =



https://powerbi.microsoft.com/en-us/landing/power-bi-pro/

Why Use 0365: Modern Architecture and Innovation  — 1

Modern Architecture
= Launched in 2013 vs. legacy systems that were designed in the ‘90s
» Cloud-first design and implementation, not a pre-internet adaptation
» |nteroperability vs. stand-alone legacy systems
* Robust third-party market that continues to evolve with 0365
= Modern technologies including ML, Al, NLP, Streaming Video, etc.

Innovation Examples:
» Weekly Digest
= Project Cortex

Microsoft Al



https://admin.microsoft.com/AdminPortal/home#/MessageCenter?id=MC209012&MCLinkSource=DigestMail
https://resources.techcommunity.microsoft.com/project-cortex-microsoft-365/

Why Use 0365: In-Place EDRMS and Cost =sc
= Collaboration Portals and EDRMS are two sides of the same coin
= Content is created, collaborated on, and disseminated on 0365
= Retention and disposition occur in the same system
= System consolidation enables a common Taxonomy, Administration, etc.
= Reduced content silos
= Reduced time to market and cost
= EDRMS is an add-on to existing collaboration portals
» Reduced implementation time and change management
* |ncreased support via
= Microsoft Partner Channel
= |SVs
= Recruiting market
= No data lock-in
= Native file formats
= No obfuscation




Why Use 0365: Connected Cloud P

ﬂ Office 365 Would you rather try to manage this?
-, W
One Platform: ‘Ml OPENTEXT ’ - ve
* Email "
* Calendar @76’3
* Identit ' | R
* Social ' o - slack

®
SIRE

* Sync and Share

* Documents

* Records mx :}
* Tasks /Workflow Drophbox
e Collaboration m m

* Video
* Analytics

Next Up:
» Market Analysis and DoD




ECM/EDRMS: State of the Market ==

= The ECM market is expected to reach $94.12 billion by 2026, with a compound annual growth
rate of 15.8%

= Microsoft’s market share growth continues at a significant rate

» Consolidation continues (e.g. OpenText/Documentum, Micro Focus/HP, Hyland/Perceptive)

» Market share of “big three” eroding: IBM FileNet in decline, OpenText acquired DELL EMC and
Documentum, HP Autonomy sold to Micro Focus

EXHIBIT 1: 2018 CONTENT MANAGEMENT APPLICATIONS MARKET SHARES 80
SPLITBY TOP 10 CONTENT MANAGEMENT VENDORS AND OTHERS, %

Other

Hyland
70 67.14

60

58
50
s 50
vi 43
<
37
£ 31.66
@
g 30
Microsoft
20
2017
10

)5, dollars
=y
o

Marlet in bill




Gartner MQ: Content Services Platforms =sc

Figure 1. Magic Quadrant for Content Services Platforms

Definition
Gartner defines CSPs as “services and microservices, embodied
as an integrated product suite and applications that share
common APIs and repositories, to exploit diverse content types '“"”
and to serve multiple constituencies and numerous use cases .lw.;n:e"ﬂm
across an organization”
Alfresco

Functionality / Use Cases: :: .
* Capture and ingestion of content in digitized file formats o -
 Management and retention of digitized content files and e @ tmo

metadata LN
«  Workflow development and creation i O
* Integration with enterprise systems and data " ST oo
User productivity 2
 Administrative tools, dashboards or visualization to support 2

the operation and management of the CSP %

COMPLETENESS OF VISION As of September 2019 © Gartner, Inc

Source: Gartner (October 2019)
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Gartner MQ: Content Collaboration Platforms =sc

Definition

Gartner defines CCPs as a range of products and services that
enable content productivity and collaboration for individuals and
teams, inside or outside an organization. CCPs increasingly support I

lightweight content management and workflow use cases.
@ Dropbox

@ Citrix

Functionality / Use Cases: ® i b

 Mobile access to content repositories " Qs @

* File synchronization across devices and cloud repositories ® e

* File sharing with people and applications, inside or outside an
organization

e Team collaboration, with dedicated folders onconl® TR @

* A content repository that is cloud-based or on-prem, native to Cotlareq @

the CCP platform or based on other file servers or repositories

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of June 2018 © Gartner, Inc

Source: Gartner (July 2018)




Gartner MQ: Enterprise Information Archiving =SC

Figure 1. Magic Quadrant for Enterprise Information Archiving
Definition
Enterprise information archiving (EIA) software combines
products and solutions for archiving user messaging content,
such as email, instant messaging (IM), SMS, and public and
business social media data. This also includes other content .' @ oo
types, such as data stored in enterprise file synchronization and
sharing (EFSS) platforms, files, website content, and voice. @ sty

Functionality / Use Cases:

* Data reduction across content types
* Retention management ‘ o
* Content indexing ‘I‘
e eDiscovery and classification w

TO EXECU

ABILITY

COMPLETENESS OF VISION As of November 2019 Gartner, Inc

Source: Gartner (November 2019)




Gartner MQ: Analytics and Bl Platforms —

]

Figure 1. Magic Quadrant for Analytics and Business Intelligence Platforms 4
Definition
Modern analytics and Bl platforms are characterized by easy-to-
use tools that support a full range of analytic workflow capabilities. @ Vicooso
They do not require significant involvement from IT to predefine P
data models upfront as a prerequisite to analysis, and in some
cases, will automatically generate a reusable data model. .

Looker @ 71559 Soﬁ.wa.re @ Uik

Functionality / Use Cases: o
 Agile Centralized BI Provisioning pyramidAna'&fg?a:ﬁBoﬁm e '.: L s
« Decentralized Analytics P e .
* Governed Data Discovery nies @ @ Hisacion ©
e OEM or Embedded Bl Dashboards -
* Extranet Deployment §

) COMPLETENESS OF VISION As of January 2020 © Gartner, Inc

Source: Gartner (February 2020)

2
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Gartner MQ: Unified Endpoint Management =sc

AA
I\

Definition

An endpoint protection platform (EPP) is a solution deployed on
endpoint devices to harden endpoints, to prevent malware and
malicious attacks, and to provide the investigation and remediation

capabilities needed to dynamically respond to security incidents e @
when they evade protection controls. Modern solutions utilize a nic
cloud-native architecture that shifts the management, and some of i  oxg @
the analysis and detection workload, to the cloud. &

2@ ®




Gartner MQ: Cloud Access Security Broker 7

Definition

Cloud access security brokers (CASB) are products and services e
that address security gaps in an organization’s use of cloud e
services. This technology is the result of the need to secure cloud ® @ nesre

@ symantec

services and provide access to them from users inside and
outside the traditional enterprise perimeter. They deliver cloud-
specific capabilities such as web application firewalls (WAFs),
secure web gateways (SWGs) and enterprise firewalls. CASBs
provide a central location for policy and governance concurrently Foroepoit @ @ CipherCloud
across multiple cloud services — for users and devices — and
granular visibility into and control over

@ Bitglass

Proofpoint @

Palo Alto Networks o

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of October 2019 © Gartner, Inc
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Gartner MQ: Enterprise Integration Platform

Definition

An integration platform as a service (iPaaS) provides
capabilities to enable subscribers (also known as “tenants”) to
implement integration projects involving any combination of
cloud-resident and on-premises endpoints, including APIs,
mobile devices and the Internet of Things (loT). This is
achieved by developing, deploying, executing, managing and
monitoring integration processes and flows that connect
multiple endpoints, so that they can work together.

ABILITY TO EXECUTE

—

@ Celigo

@ Voskitos

Azuqua @

TIBCO Software
®

Cloud Elements

@ Software AG
@ Adaptris

Informatica

@
@ Dell Boomi

Workato .Jmerbit
@ @ 5snaplogic

MuleSoft
® @ Oracle

@ Microsoft

@ SAP

@ BM

COMPLETENESS OF VISION

As of April 2019 © Gartner, Inc

share
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0365: DOD 5015.2 Analysis

Reference:

Design Criteria Standard For Electronic
Records Management Software Applications

Scale:
= 0 = Non-Existent
= 5= Well-supported

Notes:

= Some DOD requirements are outdated

= DOD does not consider usability

= Modern requirements (e.g. MFA) are
missing

4|4

Paragraph  Section 0365 Score  3rd Party
c2.1 Managing Records, Dates and Date Logic, 3

Standard Data, Backward Compatibility,

Accessibility
c2.2.1. Implementing File Plans 3.5
C2.2.2. Scheduling Records 3
c2.2.3 Declaring and Filing Records 4
C2.2.4. Filing E-Mail Messages 4
C2.2.5. Storing Records 5
C2.2.6.1. Vital Records: Screening 4
C2.2.6.2. Vital Records: Closing Folders 5
C2.2.6.3. Vital Records: Cutting Off Folders 4
C2.2.6.4. Vital Records: Freezing/Unfreezing 3.5
C2.2.6.5. Vital Records: Transferring 1
C2.2.6.6. Vital Records: Destroying 5
C2.2.6.7. Vital Records: Cycling 3
C2.2.6.8. Vital Records: Search/Retrieval 5
C2.2.7. Access Controls 5
C2.2.8. System Audits 5
C2.2.9. System Management: Backup and Recovery 4
C2.2.10. Electronic Calendars, Task Lists, Email, Read- 5

Only Access to Records

18 4



http://jitc.fhu.disa.mil/projects/rma/downloads/p50152s2.pdf

Poll: What 0365 technologies Is your organization using? |

Select all that Apply:

e Exchange Email

e SharePoint Online

e OneDrive for Business
e Microsoft Teams

e None of the Above

]

Next Up:
» Demos




Demos: Technology

0365 Security and Compliance Center Tour

= Classification with Sensitivity and
Retention Labels

= Records Management File Plan and
Events

» |Information Governance Dashboard
= eDiscovery

Microsoft 365 Compliance Center Tour
= Compliance Score
» Data Classification and Policies

Next Up:
» Recommended Strategy and Resources

2
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0365: Recommended Strategy —

Source Product /Partner Technology

Microsoft 0365 Collab, Social, Video, Workflow, Integration, Search
Partnership Gimmal EDRMS

Partnership Knowledgelake Capture/Imaging

Partnership Harmon.ie Email Management

Partnership Miscellaneous Pre-built Term Sets, Context-Sensitive Help, Digital Signature

%)

L

Gimmal n OffICe 365 \ ;']oywedge]_ak&n

ewand’ €3 harmon.ie £ VisualSP’




ShareSquared: Resources =SC

EDRMS Webinar Series

* Implement a full-featured EDRMS
Solution across multiple repositories -
May 13t

* Manage Email Records as part of
a Holistic EDRMS Solution

June 17th

On the Web

» Records Management in Microsoft 365

» Microsoft 365 Compliance Center Overview

= Office 365 Security & Compliance Service Description



https://app.getresponse.com/click.html?x=a62b&lc=BHZ4GZ&mc=Ik&s=3YcLHr&u=GZ3Ar&z=EzQEQh1&
https://app.getresponse.com/click.html?x=a62b&lc=BHZ4yz&mc=Ik&s=3YcLHr&u=GZ3Ar&z=EChLyZF&
https://docs.microsoft.com/en-us/microsoft-365/compliance/records-management?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-securitycompliance-center

Poll: What are your biggest EDRMS challenges? =sc

Select all that Apply:

e Developing the Retention Schedule or Taxonomy

e Identifying Content or Content in Unmanaged Systems
e User Adoption

e System is Outdated

e Other

Next Up:
» Recap, and QA




Closing: Recap and Extended QA — ]

First EDRMS Webinar:
* Developing an Effective RIM Program

= Modern Retention Schedule and Taxonomy E:Tﬁ?ﬂ;ff ine
Today: David@ShareSquared.com
» Why consider 0365 as a Records Repository

» Where 0365 excels according to Gartner

= 0365 compared to DOD 5015.2

Contact Info:

= 0365 Records Management, Compliance, N RE@APl
Information Governance, and Privacy features =t )

Next Up:

* Implement a full-featured 0365 EDRMS Solution



mailto:David@ShareSquared.com
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